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1 MAC Construction

Define a MAC construction to be π:=(Gen,Mac,Vrfy):

• Gen : Gen(1λ) −→ k ∈ K.

• Mac : Mac(k,m) −→ t, where m ∈

{
{0, 1}l(n) , if m is fixed length.

{0, 1}∗ , if m is arbitrary length.

• Vrfy : V rfy(k,m, t) ∈ {0,1} .

∗ Correctness : Pr[V rfy(k,m,Mac(k,m)) := 1] = 1 (≈ 1).

2 Security

A C Gen(1λ) −→ k
mi−−−−−−−−−−−−−−→ Mac(k,m) −→ t

list Q := {(mi, ti)|i = 1, ..., n}
ti←−−−−−−−−−−−−−−

output (m∗, t∗)

• Mac-ForgeA,π(n)=1,if m∗ /∈ Q and Vrfy(k,m∗,t∗)=1.

• Pr[Mac-ForgeA,π(n) = 1] ≤ negl(n).

3 Hash-and-Mac Construction

Note that Hash-and-Mac is a simply way to achieve the arbitrary length MAC.

Let π :=(Gen,Mac,Vrfy) be a MAC for fixed length message l(n), and πH :=(GenH ,H)
be a hash function with output length l(n).

Define a Hash-and-Mac construction to be π′:=(Gen′,Mac′,Vrfy′):

• Gen′(1λ): Gen(1λ) −→ k ∈ {0,1}λ and GenH(1λ)−→ s, then output (k,s).

• Mac′(k′,m) :Mac(k,Hs(m))−→ t, where m ∈ {0, 1}∗.

• Vrfy′(k′,m,t): If Vrfy(k,Hs(m), t)=1, then output 1.
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4 The Proof intuition of MAC using hash

If π is a secure MAC for fixed length, and πH is a collision resistant hash, then π′ is a
secure MAC for arbitrary length.

Proof intuition:

• Case 1:
If there is a message m ∈ Q, s.t. Hs(m)=Hs(m∗), then A can find a collision in
Hs to break CR.

• Case 2:
If Hs(m)6=Hs(m∗), ∀ m∈ Q , then A can forge a tag on Hs(m∗) in π.

Theorem 1 The following statements are equivalent:

• If π is a secure MAC for fixed length message, and πH is a CRH, then π′ is a secure
MAC for arbitrary length message.

• If A can break π′, then A′ can break π or πH .

Proof.
Assume A′ is an adversary of MAC using hash π.

Define a event collision that in Mac-ForgeA′,π′(n), there is a message m ∈ Q for which
Hs(m)=Hs(m∗).

Note that Pr[Mac-ForgeA′,π′(n) = 1] =Pr[Mac-ForgeA′,π′(n)
⋂
coll]+Pr[Mac-ForgeA′,π′(n)

⋂
coll]≤

Pr[coll]+Pr[Mac-ForgeA′,π′(n)
⋂
coll].

We want to prove Pr[Mac-ForgeA′,π′(n) = 1] ≤ negl(n), so we need to prove Pr[coll]≤
negl(n) and Pr[Mac-ForgeA′,π′(n)

⋂
coll] ≤ negl(n).

Claim 1 Pr[coll]≤ negl(n)
By reduction(left), we know that: Pr[coll]=Pr[Hash-collB,πH (n)]≤ negl(n).

Claim 2 Pr[Mac-ForgeA′,π′(n)
⋂
coll] ≤ negl(n)

By reduction(right), we know that: Pr[Mac-ForgeA′,π′(n)
⋂
coll]=Pr[Mac-ForgeB,π(n) =

1]≤ negl(n).

Hence, Pr[Mac-ForgeA′,π′(n) = 1] ≤ negl(n).
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5 HMAC

Note that we cannot directly use hash to be MAC, because it may be easy to create a
forged tag.

Example 1 If we define a MAC for arbitrary-length messages by Macs,k=H(k||m) where
H is a collision-resistant hash function and constructed by Merkle-Damgard, then this
MAC is insecure.

Let m=m1m2m3...md, m
∗=m1m2m3...mdL, and L=|m|.

k m1 , m2,..,md L L′

↓ ↓ ↓ ↓ ↓ ↓
IV→ H→ H→ H→...→ H → H(k||m)→ H→H(k||m∗)

⇒ (m∗, H(k||m∗)) is forged tag.

6 HMAC construction

Note that opad, ipad are fixed constants of length n, and they are public.

Let H is a hash function using Merkle-Damgard transformation, and we define a HMAC
construction to be π(Gen, Mac, Vrty).

• Gen(1λ): GenH(1λ) −→ s, and uniformly choose k ∈ {0, 1}n′
, then output (k,s).
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• Mac((k, s),m) :Hs(k⊕opad||Hs((k⊕ipad)||m)) −→ t, where m ∈ {0, 1}∗.

• Vrfy((k, s),m, t):If Vrfy(Hs(k⊕opad||Hs((k⊕ipad)||m)),t)=1, then output 1.

For Hs(k⊕opad||Hs((k⊕ipad)||m))−→ t :

k⊕ipad m1,..,md Lin

↓ ↓ ↓ ↓
IV→ H→ H→.....→ H

k⊕opad ↓ Lout

↓ ↓ ↓
IV→ H −→ H −→ H→t

7 Merkle tree

Assume that client stores the file x in server, and he saves H(x)=h by himself. If client
wants the file, he will send the request to server. Then, server sends x′ which is in the
data base to client. Finally, client needs to check the H(x′) is whether equal to h or not.

• Case 1:
Client saves hi = H(xi) by himself, for i = 1, ..., t. Client stores xi to Server,for
i = 1, ..., t. If client wants one of the files which he stores, he will send the request
to server. Then, server sends x′ to client. Finally, client needs to check the H(x′)
is whether equal to hi or not.

• Case 2:
Client saves h = H(x1x2...xt) by himself. Client stores xi to Server, for i = 1, ..., t. If
client wants one of the files which he stores, he will send the request to server. Then,
server sends x′1, x

′
2, ..., x

′
t to client. Finally, client needs to check the H(x′1x

′
2...x

′
t) is

whether equal to h or not.

• Case 3(Merkle tree):
Client saves hE(digest) by himself. Client stores xi to server, for i = 1, ..., t. If
client wants one of the files which he stores, he sends the request to server. Then,
server sends the H(x′k) and the proof to client. Finally, client needs to check the
value which be calculated via H(x′k) and proof whether equal to hE or not.

The proof means that:
If server gives you x′k=x3, then the proof will be h4,h1,2 and ht−3,t−2,t−1,t.

The comparison of Case 1-Case 3:
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Case1 Case2 Case3
Client space O(t) O(1) O(1)
Server space O(1) O(t) O(log(t))

8 Introduction to Random Oracle

• Example of the construction:
1. It is based on cryptographic hash function.
2. It cannot be proven secure based only on hash assumption.

• Solution:
1. To create new assumption about hash function, but whether it exists or not.
2. To model hash to be RO in security proof.

9 More details of random oracle

• The normal adversary: The normal adversary obtains the key(s), gives an intput(x)
and computes the Hs(x).

• The adversary in RO: The adversary which is in RO only gives an intput(x), it
cannot compute the Hs(x). Thus, it may give x to RO to obtain the Hs(x).
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10 Random Oracle

• Basic functionality:
1. If xi /∈ Q, RO chooses a uniform yi, returns yi to A,and stores (xi,yi) in Q.
2. If xi ∈ Q, RO returns yj with xj=xi.(i.e. i-th query= j-th query (j<i)).

• Extractability: If A queries x, C can see this query and learn x.

• Programmability: C can set the value H(x) to a uniform choice as long as the
distribution is correct.
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