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In this note, I will first introduce definition of CPA-secure and then construct a CPA-
secure scheme by using pseudorandom function. On the other hand, I will give three
example of encryption for arbitrary length message and verity their security. In final, I
will introduce CCA-security.

The adversary A in the past is only required to eavesdrop. The main idea of CPA-secure
is that now we allow A to ask for encryptions of multiple messages. This is formalized
by allowing A to interact freely with an encryption oracle, viewed as a ”black-box” that
encrypts messages of A’s choice using the secret key.

The CPA indistinguishability experiment PrivKcpa
A,Π(n):

1. A key k is generated by Gen(1n).

2. The adversary A is given input 1n and oracle access to Enck(·) and outputs a pair
of message m0,m1 with the same length.

3. A random bit b ← {0, 1} is chosen and a ciphertext c ← Enck(mb) is computed
and given to A.

4. The adversary A continues to have oracle access to Enck(·), and outputs a bit b′.

5. The output of the experiment PrivKcpa
A,Π(n) is defined to be 1 if b′ = b, and 0

otherwise. In the case PrivKcpa
A,Π(n) = 1, we say that A succeeded.

Definition 1 A private-key encryption scheme Π = (Gen,Enc,Dec) has indistinguish-
able encryptions under a chosen-plaintext attack ( or is CPA-secure) if for all proba-
bilistic polynomial-time adversaries A there exists a negligible function negl such that
Pr[PrivKcpa

A,Π(n) = 1] ≤ 1
2

+ negl(n).

Quiz 1 Is PRG-based construction CPA-secure?

Proof. No! A can query m = 0, then obtains c = G(k)⊕m = G(k). Once A have G(k),
it can decrypt any ciphertext.

Quiz 2 Let Funcn be the space of all function from {0, 1}n to {0, 1}n. Find |Funcn|.

Proof. Each input has 2n possible output. Therefore |Funcn| = (2n)2n = 2n2n .
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Definition 2 Let F : {0, 1}n × {0, 1}n → {0, 1}n be an efficient, length-preserving,
keyed function. We say that F is a pseudorandom function ( or is PRF) if for all
probabilistic polynomial-time distinguishers D, there exists a negligible function negl such
that |Prk←{0,1}n [DFk(·)(1n) = 1]− Prf∈Funcn [Df(·)(1n) = 1]| ≤ negl(n).

PRF-based construction:
Let F be a pseudorandom function. Define a private-key encryption scheme for messages
of length n as follows:

1. Gen: on input 1n, choose k ← {0, 1}n uniformly at random and output it as the
key.

2. Enc: on input a key k ∈ {0, 1}n and a message m ∈ {0, 1}n, choose r ← {0, 1}n
uniformly at random and output the ciphertext c=(r, Fk(r)⊕m).

3. Dec: on input a key k ∈ {0, 1}n and a ciphertext c = (r, s), output the plaintext
message m = s⊕ Fk(r).

Theorem 1 If F is a PRF, then the construction Π is CPA-secure.

Proof. Let A be the CPA-secure adversary. We will construct a distinguisher D by
using A. Let g ∈ Funcn. We define Dg(·)(1n) to be as the following:

1. If A queries m ∈ {0, 1}n, then uniformly choose r ∈ {0, 1}n and compute s =
g(r)⊕m. Send (r, s) to A.

2. Receive m0,m1 fromA. Uniformly choose b← {0, 1} and r? ← {0, 1}n and compute
s? = g(r?)⊕mb. Give (r?, s?) to A.

3. Receive b′ from A. Then Dg(·)(1n) outputs 1 if b = b′ and outputs 0 otherwise.

Let Π be the scheme we constructed by PRF and Πf be the scheme constructed by
f ∈ Funcn. By linking A and D, we have Pr[DFk(·)(1n) = 1)] = Pr[PrivKcpa

A,Π(n) = 1]

and Prf∈Funcn [Df(·)(1n) = 1)] = Prf∈Funcn [PrivKcpa
A,Πf

(n) = 1]. If r? is not in Enc query,

then Pr[PrivKcpa
A,Πf

(n) = 1] = 1
2
. If r? is in Enc query, then Pr[PrivKcpa

A,Πf
(n) = 1] = 1.

Hence Prf∈Funcn [PrivKcpa
A,Πf

(n) = 1] = Pr[r? in query] + 1
2
Pr[r? in query] ≤ q(n)

2n
+ 1

2

where q is a polynomial. By assumption, F is a PRF, that is, |Pr[DFk(·)(1n) = 1)] −
Prf∈Funcn [Df(·)(1n) = 1)]| ≤ negl(n). Then Pr[PrivKcpa

A,Π(n) = 1] = Pr[DFk(·)(1n) =

1)] ≤ Prf∈Funcn [Df(·)(1n) = 1)] + negl(n) = Prf∈Funcn [PrivKcpa
A,Πf

(n) = 1] + negl(n) =
q(n)
2n

+ 1
2

+ negl(n) = 1
2

+ negl′(n). Therefore Π is CPA-secure.

The above construction is assumed for fixed length message. This raises the question of
whether we can construct a CPA-secure scheme for arbitrary length message by using a
CPA-secure scheme for fixed length n. For example, if the message has the length L. We
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can keep padding 0 to the message such that the length of the message is divided by n. Di-
vide the message to L/n parts m1, ...,mt. Then Enc′k outputs (Enck(m1), ..., Enck(mt)).
Note that the above is indeed a CPA-secure but has the ciphertext of too long length. In
the following, we introduce two useful CPA-secure schemes for arbitrary length message
CTR mode and CBC mode with short length output.

CTR mode:
We define the encryption Enck(m1...mt) of counter mode ( CTR mode) step by step as
following:

1. Randomly choose ctr ← {0, 1}n. Set c0 = ctr.

2. From i = 1 to t, compute ci = mi ⊕ Fk(ctr + i).

3. Output ciphertext c = (c0, ..., ct).

CBC mode:
We define the encryption Enck(m1...mt) of cipher block chain mode ( CBC mode) step
by step as following:

1. Randomly choose c0 ← {0, 1}n.

2. From i = 1 to t, compute ci = Fk(mi ⊕ ci−1).

3. Output ciphertext c = (c0, ..., ct).

Theorem 2 If F is a PRF, then CTR mode and CBC mode are CPA-secure.

Proof. The details of proof is tough. Refer to [1] Theorem 3.29.

Quiz 3 Show the decryption of CBC mode.

Proof. The existence of decryption must be based on the existence of inverse of Fk.
We assume Gk the inverse of Fk. Let c = (c0, ..., ct) be the ciphertext. From i = 1 to t,
compute mi = Gk(ci)⊕ ci−1. Then Deck outputs m = (m1, ...,mt).

Another scheme for arbitrary length message is ECB mode but it is not as well as CTR
mode and CBC mode.
CBC mode:
Let m = (m1, ...,mt) be the message. We define Enck(m) to be (Fk(m1), ..., Fk(mt)).

Quiz 4 Show that CBC mode is not EVA-secure and CPA-secure.
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Proof. It suffices to construct EVA-secure adversary; once it is not EVA-secure, it is also
not CPA-secure. A can choose m0 = m01...m0t and m1 = m11...m1t where m01 = 0...01
and other mij = 0...0. When A receive Enck(mb) = (Fk(mb1), ..., Fk(mbt)), A can find
b by checking whether the first term is different from other terms. If the first term is
different from other terms, b = 0. Otherwise b = 1.

Now we allow A has a more powerful ability. We not only give the adversary access to
an encryption oracle but a decryption oracle.

The CCA indistinguishability experiment PrivKcca
A,Π(n):

1. A key k is generated by Gen(1n).

2. The adversary A is given input 1n and oracle access to Enck(·) and Deck(·) and
outputs a pair of message m0,m1 with the same length.

3. A random bit b ← {0, 1} is chosen and a ciphertext c ← Enck(mb) is computed
and given to A.

4. The adversary A continues to have oracle access to Enck(·) and Deck(·), and out-
puts a bit b′.

5. The output of the experiment PrivKcca
A,Π(n) is defined to be 1 if b′ = b, and 0

otherwise. In the case PrivKcca
A,Π(n) = 1, we say that A succeeded.

Definition 3 A private-key encryption scheme Π = (Gen,Enc,Dec) has indistinguish-
able encryptions under a chosen-ciphertext attack ( or is CCA-secure) if for all prob-
abilistic polynomial-time adversaries A there exists a negligible function negl such that
Pr[PrivKcpa

A,Π(n) = 1] ≤ 1
2

+ negl(n).
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