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Lecture 8: Key Management and Distribution

Public Key Encryption

Instructor: Yu-Chi Chen Scribe: Hung-Yu Tsao

1 Key Management and distribution

Definition 1 G is called a generic polynomial-time group generation algorithm if it takes
a security parameter(1n) as input and outputs the following information:

• A description of the cyclic group G.

• The order q of the cyclic group G.

• The generator g of the cyclic group G.

*Remarks:
Given x ∈ Zq, computing h = gx is efficient, where g, q is the generator and order of the
cyclic group G, respectively. ∀h ∈ G there exists an unique x ∈ Zq such that h = gx, x
is called the discrete logarithm of h, and denoted as x = loggh. Moreover, if gx

′
= h for

some arbitrary integer x′, then [x′ mod q] = loggh.

Square-and-Multiply Algorithm:
The goal of this algorithm is computing gx with a given x ∈ Z.
Input: exponent x ∈ Z, generator g ∈ G
x = (xt, xt−1, · · · , x1, x0)2 //express x in binary form
y = 1
For i=0 to t:

If xi = 1, then y = y ∗ x //multiply
x = x ∗ x //square

Output: y //y = gx

*Remarks:
The basic operation of this algorithm is ”multiply” and ”square”, and the number of
times the basic operation executed is roughly 1.5log2x (∵ x can be expressed as log2x
bits, and on average half of it is 1), so the average time efficiency is logx.

After knowing how to compute h = gx, next we’re going to state the problem(discrete
logarithm problem DLP) associates with it and define how hard the problem is by an
experiment:
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Discrete logarithm experiment:
Challenger Adversary

1.run G(1n)→ (G, q, g)

2.choose a uniform h ∈ G
(G, q, g, h)−−−−−→ 3.output x ∈ Zq

The result of the experiment is denoted by DLogA,G(n).

Definition 2 DLogA,G(n) = 1 if gx = h. We say that the DLP is hard relative to G if ∀
PPT algorithms A, ∃ a negligible function negl such that

Pr[DLogA,G(n) = 1] ≤ negl(n).

*Remarks:
For different groups, the difficulties of DLP are different. For example, DLP over
(Z/mZ,+) is very easy, while DLP over an elliptic curve group is hard.

Besides DLP, there exits other kinds of problem(e.g.DHP introduced as below), and how
hard it is can also be defined by an experiment:

Diffie-Hellman Problem:
There are 2 versions of it: Computational Diffie-Hellman problem (CDH) and Decisional
Diffie-Hellman problem (DDH). The problems are described as bellow:
Fix a cyclic group G, a generator g ∈ G, and given elements h1, h2 ∈ G. We define
DH(h1, h2) = gx1x2 = hx2

1 = hx1
2 ,

• CDH: Given uniform h1, h2, compute DH(h1, h2).

• DDH: Given (h1, h2, h
′), decide whether h′ = DH(h1, h2), or is uniformly chosen from G.

CDH experiment:
Challenger Adversary

1.run G(1n)→ (G, q, g)

2.choose uniform x, y ∈ Zq
(G, q, g, gx, gy)−−−−−−−−→ 3.output z ∈ Zq

The result of the experiment is denoted by CDHA,G(n).

Definition 3 CDHA,G(n) = 1 if gz = gxy. We say that CDH problem is hard relative to
G if ∀ PPT algorithms A, ∃ a negligible function negl such that

Pr[CDHA,G(n) = 1] ≤ negl(n).

DDH experiment:
Challenger Adversary

1.run G(1n)→ (G, q, g)
2.choose uniform x, y, z ∈ Zq

3.b
$←− {0, 1} set R = gxy if b = 0; R = gz if b = 1

(G, q, g, gx, gy , R)−−−−−−−−−→ 4.output b′ ∈ {0, 1}
The result of the experiment is denoted by A(G, q, g, gx, gy, R).
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Definition 4 A(G, q, g, gx, gy, R) = 1 if b′ = b We say that DDH problem is hard relative
to G if ∀ PPT algorithms A, ∃ a negligible function negl such that

| Pr[A(G, q, g, gx, gy, gxy) = 1]− Pr[A(G, q, g, gx, gy, gz) = 1] |≤ negl(n).

*Remarks:
Similarly, not all DDH and CDH problems are hard. For example, DDH problem over
ECC group can be easily solved using pairing. Moreover, we can prove by reduction that
DDH ≤p CDH ≤p DLP .

With the definition of how hard a problem is, we can use it to construct a scheme or
protocol to achieve(prove) a specific security we concern about.

Key Management and Distribution:
All previous private key encryption schemes(PRG-based,PRF-based construction) we’ve
learned before have some common problems needed to be solved:

1. How do parties(Alice and Bob) share the same secret key?
2. How many keys are needed to let n parties communicate securely?

The solution of the first one seems easy, what Alice and Bob have to do is to decide their
secret key over a secure channel(e.g. Face-to-face). However it’s not always practical (or
why don’t they just transfer message over that secure channel?), what we want is a way
to reach an agreement of secret key over an insecure channel(adversary may eavesdrop
some information). There are several solutions, including Key Distribution Center(KDC)
and Key Exchange protocol.

The intuition of the second problem is a number of Cn
2 keys are needed. However, it’s

a large number, moreover; if one person join this n parties, then n new keys need to be
generate. A simple solution is the existence of KDC. All members share a secret key with
KDC respectively(e.g. kA, kB), when memberA wants to send message m to memberB,
then KDC generate a key k, and send EnckA(k) to memberA, EnckB(k) to memberB,
respectively. After receiving the encrypted key, memberA and memberB can decrypt
it to get their shared secret key k! So that memberA can send Enck(m) to memberB.
The defect of this solution is quite obvious, once KDC is broke, adversary will know all
messages transfered between this n parties.

Key Exchange:
As mentioned before, the goal of key exchange is to reach an agreement of shared secret
key between parties over an insecure channel. Likewise, we can define its security by an
experiment:
Let Π be a probabilistic protocol which generates a shared secret key k ∈ {0, 1}n between
Alice and Bob, and trans denote the information transfered between them.
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Challenger Adversary
1.run Π(1n)→ (k, trans)

2.b
$←− {0, 1}, r $←− {0, 1}n

k̂ = k if b = 0; k̂ = r if b = 1
(k̂, trans)−−−−−→ 3.output b′ ∈ {0, 1}

The result of the experiment is denoted by KEeav
A,Π(n).

Definition 5 KEeav
A,Π(n) = 1 if b = b′. We say that a key exchange protocol Π is EAV-

secure if ∀ PPT algorithms A, ∃ a negligible function negl such that

Pr[KEeav
A,Π(n) = 1] ≤ 1/2 + negl(n).

*Remarks:
The definition shows that trans doesn’t reveal much information to help adversary to
guess whether he receives the real key. So by intuition, trans is important to the scheme,
and those hard problems mentioned above(e.g. DDH) provide a way to construct an
EAV-secure key exchange protocol.

Diffie-Hellman Key Exchange Protocol(DHKE):
Alice Bob

1.run G(1n)→ (G, q, g)

2.x
$←− Zq, compute hA = gx

(G, q, g, hA)−−−−−−→ 3.y
$←− Zq, compute hB = gy

4.compute kA = hx
B

(hB)←−− 5.compute kB = hy
A

Note that Alice and Bob have the same key kA = kB, and trans = (G, q, g, hA, hB).

Theorem 1 If DDH is hard relative to G, then DHKE is EAV-secure.

Proof:
We prove the theorem by reduction, that is, we show that if DHKE is not EAV-secure,
then there exist an adversary of DDH can solve DDH problem.
Let ADDH be the adversary in DDH experiment, which is also the challenger of Key
Exchange; AKE be the adversary in Key Exchange experiment.
Goal of ADDH : Distinguish R from gxy to gz.
Goal of AKE: Distinguish k̂ from k to r.

1. ADDH :
Input: (G, q, g, gx, gy, R)
Operations: Choose b uniform randomly from {0, 1}.

Then set k̂ = R if b = 0; k̂ = r, a random bit string if b = 1.
Send (k̂, G, q, g, gx, gy) to AKE.

Output: Take the output of AKE, then output the same value.
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2. AKE:

Input: (k̂, G, q, g, gx, gy)
Output: 0 if b = b′; 1 if b 6= b′.

Next, we analyze the Probability in 2 different cases:

1. R = gxy:
KEeav

A,Π(n) = 1 means that b = b′, so ADDH outputs 0. In the case which R = gxy,
it means that A(G, q, g, gx, gy, gxy) = 1. Thus we’ve got the conclusion:
Pr[KEeav

A,Π(n) = 1] = Pr[A(G, q, g, gx, gy, gxy) = 1].

2. R = gz:
The probability of AKE outputs the correct b′ is 1/2, because no matter what b is,
AKE receives a random element chosen from G and trans have nothing to do with
it. Thus, ADDH outputs 0 with probability of 1/2, which means:
Pr[A(G, q, g, gx, gy, gz) = 1] = 1/2.

If DHKE is not EAV-secure, which means Pr[KEeav
A,Π(n) = 1] > 1/2 + negl(n)

⇒ Pr[A(G, q, g, gx, gy, gxy) = 1] > 1/2 + negl(n)
⇒ Pr[A(G, q, g, gx, gy, gxy) = 1] > Pr[A(G, q, g, gx, gy, gz) = 1] + negl(n)
⇒ Pr[A(G, q, g, gx, gy, gxy) = 1]− Pr[A(G, q, g, gx, gy, gz) = 1] > negl(n)→←
Contradict the assumption of DDH is hard relative to G. Q.E.D.

Figure 1: Reduction proof of Theorem 1

*Remarks:
The theorem is proved by the assumption that DDH problem is hard, because DDH is
the easiest one among CDH and DLP. Is there any other ways to achieve the security of
Key Exchange?

If the adversary can do more than eavesdropping(i.e. get trans), what kind of attack can
he do?
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Man in the Middle Attack:
Suppose Alice and Bob are operating DHKE protocol to get the same secret key. If an
adversary can deceive both Alice and Bob so that they think adversary is each other, then
the adversary can do DHKE protocol with them, respectively; thus having the secret key
communicating with Alice and Bob.

Alice Adversary Bob
run G(1n)→ (G, q, g)

a
$←− Zq, compute ga c

$←− Zq, compute gc b
$←− Zq, compute gb

secret key: gca gac, gbc gcb

*Remarks:
The main problem needed to be solved to prevent Man in the Middle Attack is how can
Alice and Bob know they are doing key exchange protocol with each other? A possible
solution is to authenticate the identity with the certificate offered by a trusted third party
called Certificate Authority(CA).

Can Key Exchange be used to multi-parties? That is, everyone in this party have the
same secret key. Let first consider the Three-party Key Exchange.

Three-party Key Exchange:

Figure 2: Process of Three-party Key Exchange

By 2 rounds (6 information exchanges), Alice, Bob and Carol get the same secret key
kA = kB = kC = gabc. If n parties are in concerned, then it’s obvious that n− 1 rounds
are needed, since each party have its own random element chosen from Zq.
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2 Public Key Encryption

Definition 6 A tuple Π(Gen,Enc,Dec) is a public key encryption scheme if:

• Gen(1n)→ (pk, sk), where pk is public key; sk is private key.

• Enc(pk,m)→ c.

• Dec(sk,m) = m.

Likewise, we can define the security of public key encryption by an experiment:

Chalenger Adversary

1.run Gen(1n)→ (pk, sk)
pk−−→

3.b
$←− {0, 1}, m0,m1←−−−− 2.choose m0,m1, where |m0| = |m1|

4.compute c∗ ← Enc(pk,mb)
c∗−−→ 5.output b′ ∈ {0, 1}

The result of the experiment is denoted by PubKeav
A,Π(n).

Definition 7 PubKeav
A,Π(n) = 1 if b = b′. We say that a public key encryption scheme Π

is EAV-secure if ∀ PPT algorithms A, ∃ a negligible function negl such that

Pr[PubKeav
A,Π(n) = 1] ≤ 1/2 + negl(n).

*Remarks:
The adversary get pk from challenger, so he doesn’t need Enc-oracle to get the result of
encryption of some messages. It means that he can do the encryption by himself, thus
EAV-secure is equivalent to CPA-secure in public key encryption scheme.
Moreover, Enc(pk,m) must be probabilistic in order to achieve CPA-secure, which also
implies public key encryption scheme can’t be perfect secret.

Next, we use the hard problem mentioned above(i.e. DDH) to construct a public key
encryption scheme.

ElGamal encryption scheme:

• Gen(1n): run G(1n)→ (G, q, g), choose x
$←− Zq, compute h = gx

set pk = (G, q, g, h), sk = x.

• Enc(pk,m): m ∈ G, choose y
$←− Zq, output c = (gy, hym).

• Dec(sk,m): parse c = (c1, c2), compute m = c2/c
x
1 .

Theorem 2 If DDH is hard relative to G, then ElGamal encryption scheme is CPA-
secure.
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The proof is similar to the previous one using reduction. Note that, CPA-secure is equiv-
alent to EAV-secure in public key encryption scheme.

Is there any other security definition differ from EAV, CPA-secure? It’s naturally to give
adversary the ability to access Dec-oracle, thus we have can have a new definition.

Chosen Ciphertext Attack(CCA):
Chalenger Adversary

1.run Gen(1n)→ k

Enc-oracle
mi←−−

Enc(k,mi)→ ci
ci−−→

Dec-oracle
cj←−−

Dec(k, cj)→ mj
mj−−→

3.b
$←− {0, 1}, m0,m1←−−−− 2.choose m0,m1, where |m0| = |m1|

4.compute c∗ ← Enc(k,mb)
c∗−−→

Dec-oracle
cj←−− cj 6= c∗

Dec(k, cj)→ mj
mj−−→

5.output b′ ∈ {0, 1}
The result of the experiment is denoted by PubKeav

A,Π(n).

Definition 8 PubKcca
A,Π(n) = 1 if b = b′. We say that a public key encryption scheme Π

is CCA-secure if ∀ PPT algorithms A, ∃ a negligible function negl such that

Pr[PubKcca
A,Π(n) = 1] ≤ 1/2 + negl(n).

*Remarks:
ElGamal encryption scheme is not CCA-secure. Because after adversary receiving c∗ =
(c1, c2), he can send c = (c1, c2 ∗m2) to Dec-oracle then receive mbm2. So adversary can
simply get mb by multiplying the inverse of m2.
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